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Abstract—We introduce the novel concept of'Secure Spaces” While outputting a virtual resource via a device embedded
physical environments in which any resource is always protected jn a physical space, when its unauthorized user requests to

from its unauthorized users’ eyes or ears by assuredly enforcing epiar the area surrounding the device, we can have the follow-
its access control policies for pairs of it and each user inside .

them. Aiming to build such secure spaces, this paper proposes a'nd tV\_’O approaqhes to keep protecting assuedly information
model and an architecture for space entry control based on its Security of the virtual resource:
dynamically changing contents, such as users, physical resources o revoking the output session of the virtual resource, or

and virtual resources outputted by embedded devices. We firstly | preventing the unauthorized user from entering the phys-
formalize the content-based entry control model and mechanism, . - . -
ical space which contains the virtual resource.

and then describe the architecture for building secure spaces.
In order to enforce the latter approach also, we have to assume
an physically isolated space with electrical lock facilities.
. INTRODUCTION As contrasted with these conventional access control sys-

tems, in this paper, we propose a method for space entry
In recent years, access control systems have become V&§\irol based on its dynamically changing contents, such

significant for protecting computer security in diverse scenesy sers, physical resources and virtual resources outputted
especially in business companies, educational facilities, healggl— some embedded devices. Our proposed method allows
care centers and so forth. Regardless of being physical;Qfsrmation access control systems to be aware of not only
virtual, the amount of sensitive information resources which ser who is directly requesting to access a virtual resource
should be protected in the real world, keeps growing expongflj; giso the other users who are surrounding a device which
tially. Therefore, we have researched aiming to build SeCUf pe granted to output the requested virtual resource, and
spaces in the real world. Here, we definéSecure Space” gi5 allows physical entry control systems to make decision
as a physical environment in which any resource is alwayg \yhether a user should be granted or denied to enter a
protected from its unauthorized viewers by assuredly enforci fysical space, dynamically according to what resources there
its authorization policies for pairs of itself and each user insidgg actually in the physical space.
the physical environment. _ The remainder of this paper is organized as follows. Sec-
There are two kinds of conventional access controls for thg 2 presents a requirement for access control in mobile
purpose of protecting resource security. One is inform_ati%d ubiquitous computing environments, Section 3 gives an
access control. When a user requests to perform an actiongrview of entry control for building secure spaces, Section
a virtual resource such as a data file on computer, informatigrformalizes a content-based entry control model, Section 5
access control systems make an authorization decision @dcribes an architecture to realize content-based entry control
whether the access request should be granted or deniedgoin secure spaces, and Section 6 introduces some related

order to protect the virtual resource from its unauthorizegdsearches. Finally, we conclude this paper in Section 7.
users. However, they are not aware of the other users who are

surrounding a device outputting it, and thus there may exist its

unauthorized user in the surrounding area. If that's the casdl- REQUIREMENT FORMOBILE COMPUTING SECURITY

its unauthorized user becomes able to view it, and thus itsOur computing environments have changed from immobile

confidentiality is not always protected. In order to protect #nd personal ones to mobile and ubiquitous ones. With this
from its unauthorized users assuedly, they have to ensure thatadigm shift, the places where we access information in the
the area surrounding a device which will be granted to outprgal world have changed from private spaces to public spaces.
the requested virtual resource is secure, that is, there is nobodin immobile and personal computing environments where

unauthorized in the surrounding area. Another is physical computer is used by a single person, because we can
entry control. When a user requests to enter a physicalgsume naturally that some information transmitted by a

isolated space such as a room and a building, physical endevice is received by only the user who is operating the

control systems make an entry decision on whether the entigvice, information access control systems have to take only
request should be granted or denied, in order to protdhe single user directly operating the device and requesting to
any physical resource inside the space from its unauthorizectess an information resource into account while making an
users. However, they determine statically regardless of wlaithorization decision on whether the access request should
resources there are actually in the physical space, and thesgranted or denied (in Figure 1). Of cource, an information

there may not exist any resource which should be protectedesource outputted by a device might be received not only by



the user directly requesting the access but also by the other I1l. ENTRY CONTROL FORSECURE SPACES

users nearby surrounding the device, especially in pseudowe have been aiming to builtSecure Spaces’in which
private spaces such as shared living rooms at home. Howeygjy resource is always protected from its unauthorized viewers
even if in the worst case, those who can receive the OUtpUtEgZassuredly enforcing its authorization policies for pairs of
information resource are limited to those who can enter sugelf and each user inside them. In order for access control
a pseudo-private space where the output device is locatedsystems to take into account not only a single user directly

requesting to access an information resource via an output

transmit D&V device but also the other users in the area nearby surrounding
PP [) or deny . : . o .
R |'_4-|- the output device while making an authorization decision on
operate 7 Z—X request y/ whether the access request should be granted or denied, it
User Information is necessary for them to be always aware of who there are

in the area nearby surrounding the output device which will
Fig. 1. Single Receiver of Information Resource Transmitted by Outplte granted to output the information resource. Our adopted
Device in Immobile and Personal Computing Environments strategy for it is to utilize electrically lockable environments
which are physically isolated by opaque walls or partitions,

However, in mobile and ubiquitous computing environsuch as rooms or buildings. In addition, we assume that any
ments, we can access information anywhere at any tiraser inside such a secure space can view any resource inside
in our daily life, by carrying arround with our personakthe secure space, and any user outside the secure space cannot
mobile/wearable devices or utilizing public immobile deviceiew any resource inside the secure space.
embedded in every corner of the real world, and thus someWhen a user requests to enter a secure space, our entry
information transmitted by such an output device might beontrol system will make an entry decision on whether the
received not only by the single user directly operating thentry request should be granted or denied, according to
device and requesting to access it but also by the other usetsether or not the requester satisfies all authorization policies
nearby surrounding the device, especially in public spacekany resource inside the secure space, in order to protect
(shown in Figure 2). For information security, an informatiomformation security for all contents of the secure space.
resource has its authorization policies which indicate the setif the requester does not satisfy some authorization policies
of its authorized users who are permitted to access (e.g. reaidthe physical resources inside the secure space, our entry
write) it. But only by checking on whether a single usecontrol system has only one approach of preventing the
directly requesting to access an information resource is in trexjuester from entering the secure space that contains at least
set of its authorized users, we cannot guarantee any longer thrae physical resource which the requester does not have access
the information resource transmitted via an output device faght to view (shown in Figure 3). Reversely, when a physical
an access request by its authorized user is not being viewedégource requests to enter a secure space, our entry control
its unauthorized users, because there might be its unauthoriggstem will also prevent the physical resource from entering
user in the area surrounding the output device and it might thee secure space that contains at least one user who does not
being viewed by its unauthorized user. have access right to view it.

Therefore, unlike for traditional immobile and personal
computing environments, access control systems for mobile
and ubiquitous computing environments have to take into

account not only a single user directly requesting to access @
an information resource via an output device but also the Unauthorized User
other users in the area nearby surrounding the output device Physical is Denied to Enter.

while making an authorization decision on whether the access Resource
request should be granted or denied, in order to assure that any

information resource can never be receive by its unau'[honzﬁg. 3. Only one approach for protecting physical resource’s authorization

users who do not have access rights to view it. policies: preventing its unauthorized users from entering the secure space
containing it.
Information L .
Meanwhile, if the requester does not satisfy some autho-
rization policies of the virtual resources outputted already

via the embedded devices inside the secure space, our entry

control system might have to be also denied in most cases.

Users surrounding However, in special cases, that is, only if the requester satisfies
the output device all authorization policies of any physical resources inside the

secure space and does not satisfy some authorization policies
of virtual resources inside the secure space, our entry control

system can also choose the alternative approach to grant the
requester to enter the secure space after revoking the virtual

Fig. 2. Multiple Receivers of Information Resource Transmitted by Outpwesources which the requester does not have access right to
Device in Mobile and Uhiquitous Computing Environments view (shown in Figure 4). Reversely, when a virtual resource

requests to be outputted via a device embedded in a secure
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space, if in the secure space there exists at least one user which is outputting a virtual resource is entered by its
who does not have access right to view the virtual resource, unauthorized user, we can prevent its unauthorized user
our entry control system has only one approach of denying from viewing it by revoking its all output sessions in the
the output request because our entry control system cannot secure space. Therefore, the secure space’s administrator
expunge its unauthorized users inside the secure space. can (or must) choose whether to prevent its unauthorized
users from entering the secure space containing it, or to
W revoke its all output sessions in the secure space before
i i granting the entry request, by comparing two weights of
pirual L the contents of the secure space after each choice.
_ 7 Resource
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Definition 2: Component Primitives

vr

« PR is the universal set of Physical Resources.

Fig. 4. Two approaches for protecting virtual resource’s authorization

policies: preventing its unauthorized users from entering the physical space, VR is the universal set of Virtual Resources.
containing an embedded device outputting it, or revoking its output session

before granting its unauthorized users to enter the physical space.

The entry control system based on this model is always
stateful for the following component primitives.
« U is the universal set of User identities.
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Revoke the Output
and Grant the Entry.

« S: is the universal set of Spaces.

« PRAP is a set of Physical Resource’s Authorization
Policies stored in the system.
IV. FORMALIZED MODEL

In this 4th section, we introduce a formalized model and « VRAP is a set of Virtual Resource’s Authorization Poli-
mechanism for space entry control based on its dynamically cies stored in the system.
changing contents, such as users, physical resources and
virtual resources outputted by some embedded devices. At the PERM= {grant ,deny }: is a set of PERMissions that
following, we formalize content-based entry control model by  indicate whether an entry request be granted or denied.
listing component primitives and by defining the syntax and
semantics of the model components. Definition 3: Model Functions

This model uses the following functions in order to keep
up on the set of entities in each secure space at each time and
This model has the following four kinds of entities. evaluate the weight of its contents.
o User: « cu (Contained Users)S — 2Y,

is a physical entity who requests to enter or exit a secure is a function mapping each secure spagé¢o the set of

space. We assume that a user can view any physical or users inside the secure spacays;).

virtual resource inside his/her current secure space.

Definition 1: Model Entities

o cpr (Contained Physical Resource§):— 2PR,
is a function mapping each secure spag¢o the set of
physical resources inside the secure spape,(s;).

o Space:
is a physical environment isolated by opaque walls,
such as a closed room or a building, and its doors’
opening/shutting can be controlled electrically. o cvr (Contained Virtual Resourcesy — QVR,
is a function mapping each secure spag¢o the set of
« Physical Resource: virtual resources inside the secure spane, (s;).
is a physical entity which should be protected by this

model, such as a sensitive document of a big company. w (Weight): S x oU » 9PR, 9VR R,

We assume that once the secure space containing a
physical resource is entered by its unauthorized user, we
can no longer prevent its unauthorized user from viewing
it. Therefore, we have to prevent its unauthorized users
from entering the secure space containing it at any cost,e
in order to assuredly enforce its authorization policies.

« Virtual Resource:
is a virtual entity which should be also protected by this «
model, such as a data file on computer. Unlike a physical
resource, even if the secure space containing a device

is a function mapping a set of contents in each secure
spaces; to its evaluated value for the secure space,

W(s;,cU (s;),cpr (s;),cvr (s;)).

authU (Authorization for User)UER— PERM
is a function mapping each user’s entry request; to
the authorization decisiomuthU (uer;).

authR (Authorization for ResourceRER— PERM
is a function mapping each resource’s entry request
to the authorization decisiomuthR (rer;).



Definition 4.1: Physical Resource’s Authorization Policy  Definition 6: Space’s Contents Weighting

An authorization policy for a physical resource is defined The weight that evaluates contents in a secure space could
as a 2-tuple of a physical resource and its authorized userpe defined by several manners. Here, we introduce one of them
PRAPC PRx U, which segms to be most often used by space admlnlstr.a}tors.
The weightw(s, us, prs, vrs) that evaluates a set of entities

If (pr,u) € PRAPwherepr € PRandu € U, then it states such as users, physical resources and virtual resources in a
that the physical resourge- grants the user to view itself secure space according to its administrator is defined as the

in the same secure space. summation of each positive weight(s, u,r) that evaluate a
pair of each user and each resource inside the secure space,

Definition 4.2: Virtual Resource’s Authorization Policy W(s, us, prs, vrs) = Z W(s, u, 7)

An authorization policy for a virtual resource is defined as u€us,rEprsUvrs

a 2-tuple of a virtual resource and its authorized user,
P wheres € S, us € 2U, prs € QPR andurs € QVR.

VRAPC VRx U (xA),

where A stands for the universal set of available actionalgorithm 2.1: Authorization for User

performed on virtual resources, suchraad or write
An entry request that a userwants to enter a secure space

If (vr,u) € VRAPwherevr € VRandu € U, then it states , ; ) ;

that the virtual resourcer grants the user to view itself * is granted, if and only if any Phys'ca' resource in the secure

outputted by some device embedded in the same secure sp%r%‘.:e grants the user FO view itself and if any virtual resource
outputted by some device embedded in the secure space grants
the user to view itself or the evaluated weight in the case of

Definition 5.1: User’s Entry Request granting the user to enter the secure space after revoking all

An entry request by a user is defined as a 2-tuple of a u%rits virtual resources which Fieny the user to view it;elf is

and a secure space which he/she is requesting to enter, igher than the evaluated weight in the case of denying the

user to enter the secure space.
UERC Ux S.

) Yu € U, Vs € S authU (u, s) = grant
If (u,s) € UERwhereu € Uands € S, then it states that the
: < (apr (s,u) =cpr (s))
userwu requests to enter the secure spacand to view the
contents inside the secure space. AN(avr (s,u) =cvr (s)) V (W(s,u) > W(s))}

whereau (s, u), apr (s,u) oravr (s,u) is the assumptive set
Definition 5.2: Physical Resource’s Entry Request of users, physical resources or virtual resources inside the

An entry request by a physical resource is defined as asg(:jure SFa.Ce "?‘fter grantln? tEe useto enter the ;pzalce
tuple of a physical resource and a secure space which i?f3d regulating its contents to keep secure, respectively.

requesting to enter,

au(s,u) = cu(s)U{u}
PRERC PRx S. apr (s,u) = {pr; €cpr (s)|(u,pr;) € PRAR
If (pr, s) € PRERwherepr € PRands € S, then it states that ~ avr (s,u) = {uvr; € ovr (s)[(u,vr;) € VRAR
the physical resourcer requests to enter the secure space w(s) = w(s,cu(s),cpr (s),cvr (s))
and to be viewed by any user inside the secure space. Ws,u) = W(s,au(s,u),apr (s,u),avr (s,u))

Definition 5.3: Virtual Resource’s Entry Request

An entry request by a virtual resource is defined as a 2-tugigorithm 2.2: Authorization for Resource
of a virtual resource and a secure space which it is requestingy, entry request that a physical or virtual resourceants

to be outputted via a device embedded in, to enter a space secusds granted, if and only if any user in
VRERC VR x S. the secure space is granted to view the resource.

If (vr,s) € VRERwherevr € VRands € S, then it states Vr € PRUVR Vs € S,authR (r, s) = grant

that the virtual resourcer requests to be outputted by some & au(s,r) =cu(s)

device embedded in the secure spacand to be viewed by

any users inside the secure space. whereau (s, r) is the assumptive set of authorized users who

have access right to view any resource in the secure space
even after granting the resource to enter the space.

au(s,r) = {u; € cu(s)|(u;,r) € PRAPUVRAP



V. ARCHITECTURE dependent on the presences of all users and the activities
In this 5th section, we describe a system architecture R§iNg performed in the active space. The set of permissions

realize content-based entry control for secure spaces in the Mid in the active space is calculated as the intersection set
world. A "Secure Space’consists of the following facilities Of their individual-assigned permissions in Shared-mode, the
and is shown in Figure 5: union set of them in Collaborative-mode. In Supervisor-mode,

. Space Management: a super_visor such_ as a lecturer for students, acquirgs more
is responsible for figuring out its contents such as ffgermissions than n Shared-qu_e, but does not obtam more
users, its physical resouces and virtual resources ofgrmissions than in his/her Individual-mode. .In [5], utilizing
putted via its embedded devices, and for making room with two chambers for gntry and exit, a}llows' us FO
authorization decision on whether an entry request sho jgure O_Ut those who ent_er and e>_<|t the room, ‘h?t Is, to |dentn_‘y
be granted or denied. who is in th_e room. Whlle_a device emb_edded in th_e room is

outputting virtual information resource, its unauthorized user
cannot enter there until all of its output sessions are revoked,

%L[;t his/her entry request to the room is never denied unlike
r proposed model. These above-mentioned researches have

g);l{fckled access control for physical spaces like our research,

but have not supported physical entry control based on their
contents, such as users and physical/virtual resources.

« User Authentication:
is responsible for authenticating who requests to enter
exit the secure space (e.g., RFID reader or biometric
and for notifying the space management of it.

« Object Authentication:
is responsible for authenticating what physical resource
requests to enter or exit the secure space (e.g., RFID VIl. CONCLUSION AND FUTURE WORK

reader), and for notifying the space management of it. | this paper, we proposed a model and an architecture for
) space entry control based on its dynamically changing con-
« Electrically Lockable Door: , tents, such as users, physical resources and virtual resources,
is responsible for assuredly enforcing entry control ovek rder to build”Secure Spaces’in which any resource is
physical entities such as users and physical résourcsfyays protected from its unauthorized viewers.
according to the instructions by the space management. |, “the future, we plan to develop the prototype of our
] proposed entry control system and evaluate its effectivity or
« Isolating Opaque Walls: functionality by applying it to actual use cases in the real
We assume that any user inside the secure space can Vjgi¥d. Moreover, we would like to formulate the hierarchical
any resource inside the secure space, and that any ugg§ more flexible model as the next step’#8ecure Spaces’
outside the secure space cannot any resource inside jfigder to allow space administrators to configure their space
Secure space. more easily and more flexibly.

Virtual

Space Management Resources ACKNOWLEDGEMENT
|:|4®—D This work was supported in part by MEXT The 21st Cen-

the Intemet tury COE Program "Informatics Research Center for Develop-
ment of Knowledge Society Infrastructure” (Leader: Katsumi
Tanaka, 2002-2006), and MEXT Grant-in-Aid for Scientific

Research on Priority Areas: "Cyber Infrastructure for the

Secure Space

0

lapeal qQIdy

m - Information-explosion Era”, Planning Research: "Contents Fu-
=@ Physical . , . .
|E|| gg:li’clg 2 Resources sion and Seamless Search for Information Explosion” (Project
g Leader: Katsumi Tanaka, A01-00-02, Grant#: 18049041).
-,

sers
REFERENCES

[1] J. Al-Muhtadi, A. Ranganathan, R. Campbell, and M. D. Mickunas. Cer-
berus: A Context-aware Security Scheme for Smart Spacéxolteed-
ings of the 1st IEEE International Conference on Pervasive Computing
and Communications (PerCom’Q3)p.489-496, March 2003.

VI. RELATED WORK [2] G. Sampemane, P. Naldurg, and R. H. Campbell. Access Control for
i i ; Active Spaces, IrProceedings of the 18th Annual Computer Security

This our"research is reI?ted very well to the f|elq of access Applications Conference (ACSAC'0Pyp.343-352. December 2002

control for"Smart Spaces” Smart spaces are physically iso- (3} v, 3. song, W. Tobagus, D. Y. Leong, B. Johanson, and A. Fox. iSecurity:

lated environments which heterogeneous computing resources A Security Framework for Interactive WorkspaceRgchnical report
such as output devices, various sensors or Communicatiﬁ{l Stanford University, September 2003.

. . . M. J. Covington,W. Long, S. Srinivasan, A. Dey,M. Ahamad, and G.
apparatus are embedded in and provide advanced services fOr anowd. Securing Context-aware Applications Using Environment Roles,

their visitors by cooperating with each other. They are also In Proceedings of the 6th ACM Symposium on Access Control Models

; ; and Technologies (SACMAT'Q1)p.10-20, May 2001.
called Active Spaces [1], [2], Intelligent Rooms [3], Aware [5] P. G. McLean. A Secure Pervasive EnvironmentPhoceedings of the

Homes [4] and.so forth. ~ Australasian Information Security Workshop 2003 (AISW'03), Confer-
In [2], an active space has four access modes such as Indi- ences in Research and Practice in Information Technglegy67-75,

vidual, Shared, Collaborative and Supervisor-mode, switching January 2003.

Fig. 5. Architecture of Secure Spaces



