Mining the Web for Access Decision-Making
In Secure Spaces

Shun Hattori Tanaka Katsumi
Graduate School of Informatics, Kyoto University Graduate School of Informatics, Kyoto University
Yoshida-Honmachi, Sakyo, Kyoto 606-8501, Japan Yoshida-Honmachi, Sakyo, Kyoto 606—-8501, Japan
Email: hattori@dl.kuis.kyoto-u.ac.jp Email: tanaka@dl.kuis.kyoto-u.ac.jp

Abstract—In public spaces, there are a number of different In our previous works [1], [2], we have aimed at making
contents such as visitors, physical information resources, and Smart Spaces always secure in the real world, and defined
virtual information resources via their embedded output devices Secure Spaces as physical isolated environments where any

(e.g., displays and speakers). Therefore, we might unexpectedly - . . .
enter the public spaces that have our unfavorable characteristics '€SOUIce 1S always protected from its unauthorized objects

(e.g., dismal and dangerous) and/or our unwanted information. With respect to information security, that is, any information
For this problem, we have proposed a model and architecture resource is always protected from being accessed by its
of “Secure Spaces”, which provide access control over public ynauthorized visitors, while any visitor is always protected
output devices and entry control over electrical lockable doors 0 5y peing pushed her unwanted information resources on.
prevent visitors from entering the publ!c spaces thqt have thelr In this paper, we propose a method to extract information
unfavorable characteristics and/or their unwanted information - ! o .
according to their access policies for spaces or information, that for making access or entry decisions in Secure Spaces from
is, what spaces or information they do not want to access. This very large text corpora such as the Web, especially the Weblog,
paper tackles how to extract information for making access or and also improve our previous architecture of Secure Spaces
entry decisions in Secure Spaces from very large text corpora ang mechanism of space entry control by adding the concept
such as th_e _Web to enables users to more fle)glbly spgcn‘y their of the Weblo . der t bl t ifv thei
access policies by keyword-based expressions in practice. '0g Sensor, In oraer to enabies USEers o specify their
access policies by keyword-based expressions.

The remainder of this paper is organized as follows. Section
2 improves our previous architecture of Secure Spaces and

In recent years, how to make physical spaces smarter Imachanism of space entry control. Section 3 proposes a
become one of the hottest topics in the research field miethod to mine the Weblog for access decision-making in
ubiquitous/pervasive computing. Smart Spaces [6] are oft€ecure Spaces. Section 4 shows several experimental results
physically isolated environments such as rooms, which ae validate the method. Section 5 introduces related works.
made smart by various information communication technol&inally, we conclude this paper in Section 6.
gies. They would be much more convenient for information
access in the future. Meanwhile, information security has also
become very significant in any situation, especially in public
places such as indoor work places, educational facilities,
healthcare centers and so on. The amount of physical or
virtual information resources which should be protected in the

I. INTRODUCTION

physical world grows exponentially. Space Management

Physical environments are becoming smart but not always ||_H
secure. When a virtual (computational) information resource N Virtual
is requested to access by a user via an output device, con- Real Sensor the Internet g .. ources
ventional access control systems make a decision on whether / o
the user should be granted or denied to access the resource Secure Space %’
based on its access policies and surely enforce the access U 5
decision. However, even if the requester is authorized by it, s &
it should not be immediately offered to her via the output Output g o = Physical
device, because there might be its unauthorized users as well Device = Resources
as the authorized requester around the output device, especially 1]
in public places. Meanwhile, when a user enters a physical RFID ta
environment, the user might hate its real characteristics (e.g., Users
degrees of dismal and danger) and/or be forced to access her Fig. 1. Architecture of Secure Spaces

unwanted information resources unexpectedly.



Il. SECURESPACES B. Space Entry Control

In this section, we improve our previous architecture of When a user requests to enter a Secure Space, our entry
Secure Spaces and mechanism of space entry control in orclantrol system will make an entry decision on whether the en-
to enable users to more flexibly specify their access policiay request should be granted or denied, by checking whether
for not only information resources but also Secure Spaces.or not the requester is granted to access by all information
. resources inside the Secure Space and whether or not the
A. Architecture Secure Space itself as well as all information resources inside
To build Secure Spaces in the real world by using oWhe Secure Space are granted to be accessed by the requester, in

space entry control based on their dynamically changirgider to protect her preference as well as information security
contents such as their visitors, physical information resourcgs all contents of the Secure Space.

and virtual information resources via their embedded output|f the Secure Space is not granted to be accessed by

devices, each Secure Space requires the following facilitigfe requester because its real characteristics (e.g., degrees of
(shown in Figure 1 in the previous page). dismal or danger) which the requester has not yet experienced

« Space Managementis responsible for managing a Seby herself are unfavorable for the requester, our entry control
cure Space, that is, for constantly figuring out its contensystem has only one approach of preventing the requester from
such as its visitors, its embedded physical resourcestering the Secure Space.
and virtual resources outputted via its embedded outputlf the requester is not granted to access by at least one
devices and also for ad-hoc making an authorizatigghysical information resource inside the Secure Space or if
decision on whether an entry request to enter it by & least one physical information resource inside the Secure
visitor or a physical/virtual resource should be granteBpace is not granted to be access by the requester, our entry
or denied. control system has also only one approach of preventing the

« User/Object Authentication: is responsible for authen- requester from entering the Secure Space (shown in Figure 2).
ticating what physical entity such as a user or a physical Meanwhile, if the requester is not granted to access by at
resource requests to enter or exit the Secure Space (daast one virtual information resource via an output device
by using Radio Frequency IDentification or biometricembedded inside the Secure Space or if at least one virtual
technologies) and also for notifying it to the space mamformation resource is not granted to be access by the
agement. requester, our entry control system has two approaches of not

« Electrically Lockable Door: is responsible for electri- only preventing the requester from entering the Secure Space
cally locking or unlocking itself, that is, for assuredlybut also permitting the requester to enter the Secure Space after
enforcing entry control over physical entities such asvoking the virtual information resource (shown in Figure 3).
users and physical resources, according to instructions

by the space management. SS SS

o Physically Isolating Opaque Walt is responsible for & &
physically isolating inside a Secure Space from outside @ E{> @ ‘
there with regard to information access, that is, for e gft‘:rrsegc‘f:e‘ssg’ace (A g‘;ae‘gi‘;r‘;egniiegs
validating our assumption that any user inside a Secure Physical " Physical '

Resources Resources

Space can view any resource inside the Secure Space
while any user outside the Secure Space can never any
resource inside the Secure Space.

Fig. 2. Space entry control over user for physical resources

In addition to the above four facilities that our previous @
system architecture also has,
« Real Sensoris responsible for physically sensing inside o
a Secure Space for its real characteristics to make access | &
decisions in the Secure Space and also for notifying the VRJ Virtual Q _
sensor data stream to the space management. For exam- Resource Unauthorized User

is denied to enter SS.

ple, thermometers, hygrometers, (security) cameras, and—"

so forth. Note that a Secure Space does not always equjp Q & or M
all of the real-sensing devices necessary to check wheth BT oms | Tser requess t(%
or not the Secure Space meets a user’s preference. enter Secure Space.

« Weblog Sensor is responsible for logically sensing the [é] &
Weblog for the approximate characteristics of each Secure Unauthorized VR is
Space to make access decisions in the Secure Space revoked before User
and also for notifying the Web-mined data to the space is granted to enter SS.

management. Note that any Secure Space does not have Fig. 3. Space entry control over user for virtual resources
to equip the extra devices.



Our formalized model of space entry control for Secure I1l. WEBLOG SENSOR

Spaces is summarized as follows. The Weblog sensor mines Weblog documents for access
« Secure SpaceUsers and Physical/Virtual Resources — decision-making in each Secure Space, that is, for its approx-
are atomic model entities and are denoted\WJ, PR imate characteristics necessary to check whether or not the
and VR respectively. Secure Space meets a user’s preference.
« Our model functions to keep up on the set of ad-hoc |et's suppose that a user specifies her access policies for
entities in each Secure Space and evaluate the weightSelcure Spaces by using a keyword-based expregsiorFor

its dynamically changing contents: example, the user does not want to enter any Secure Space
—cu: S — 2Y is a function mapping each Securavhose degree of “Yuutsu (dismal)” or “Kiken (danger)” is
Spaces, to the set of its Containing Usects (s). enough high. And that the user requests to enter a Secure

—Ccpr:S— 2PR, is a function mapping each SecureSpaces at a current times. In order to extract its approximate
Spaces, to the set of its Containing Physical Re-degree of a keyword-based expressianfor the Secure Space
sourcescpr (s). s from Weblog documents by using text mining techniques,

—covr: S — QVR, is a function mapping each Se-we have to convert its logical identity to some linguistic
cure Spaces, to the set of its Containing Virtual description, that is, its place-name. Note that any Secure
Resourcegvr (slg. Space can be assigned multiple place-names to. For example,

—w Sx2Ux2PR VR . R is a function the Secure Space shown in Figure 4 is annotated by “Gion”
mapping a set of contenw( ),cpr (s)andevr (s) and “Kyoto” (which geographically contains “Gion”).
in each Secure Space to its evaluated Weight In general, an approximate degree of a Secure Spdoe
wW(s,cu (s),cpr (s),cvr (s)). a keyword-based expressiém at a timet, is defined as

o User's Access Policyis an access policy defined as Weblo
a 2-tuple of a User and her qualified Secure Space or
Physical/Virtual Resource. > > weight, ,,(sn, kw) -

UAPC U x O, whereO= SUPRU VR snEN(s) €T (t2)
where N(s) stands for a set of place-names assigned to a

« Physical/Virtual Resource’s Access Policyis an access
policy defined as a 2-tuple of a Physical/Virtua Resourc%eCure Space, T'(t,) stands for a set of time points before a
and its qualified User, current timet, (e.g., a time point; is defined as a day/month

before t5), area(sn) stands for the geographical area of a
PRAPC PRx U, andVRAPC VRx U. place-namesn, and

« Authorization for Users: grants an entry request that a

gSensQy (s, kw) :=
1 1
aredsn) to —t;’

Pr k
weighty, ;o (sn, kw) = M7

Useru requests to enter a Secure Spacé and only if Pr(kw)

any of the Secure Space and contents inside there grants bfis1, 1o (sn A kw)
the user to access itself and is granted to be accessed Pr[ﬂ,m](kw\sn) = bi‘

by the user or if the weighty(s,u) in case of granting 11,62)(5M)
the user to enter there after revoking any virtual resource Prikw) = bf(kw),

inside there which denies the user to access itself or is N

denied to be accessed by the user is higher than #{Bere bfii :5(¢) stands for the number of searched Weblog

weightw(s) in case of denying the user to enter there.documents by submitting a query with an optional time-
interval [t1,¢2] to such a Weblog search engine as Yahoo!
Yu € U,Vs € S authU (u, s) = grant

Blog Search [3] andV stands for the total number of Weblog
< ((u,s) € UAPAapr (s,u) = cpr (s)) documents in the corpus of the Weblog search engine.

MN(avr (s,u) = cvr (s)) V (W(s, u) = W(s))},
whereau (s, u), apr (s,u) or avr (s,u) is the Assump-
tive set of Users, Physical Resources or Virtual Resources

inside the Secure Spaceafter granting the Usetn to T “Kyoto”
enter there and regulating its contents to keep secure.

Space(-name)

“Osaka”,

au(s,u) = cu(s)U{u},
apr (s,u) = {precpr (s)|(pr,u) € PRAP
and (u, pr) € UAP},
avr (s,u) = {vrecvr (s)|(vr,u) € VRAP S? ﬁ
and (u,vr) € UAP}, :
Ws) = Ws,cu(s),opr (s),ovr (5)) — T

W(s,u) = W(s,au(s,u),apr (s,u),avr (s,u)). Fig. 4. Secure Space in “Gion” of “Kyoto”



IV. EXPERIMENT 100

” [] B3 Statistics of Kyoto Police ]3
First, we show two correlations on precipitation and traffic 5 0 [] - Weblogs ("Kyoto", "Kotsu-Jiko") 143
accidents to validate whether our Weblog sensor can sense 5 jg — ] ‘3‘5
phenomena in the real world. Next, we show several experi- S P ] 15
mental results as examples of our Weblog sensor. E 50 F a I,
“ 40 2
A. Can the Weblog sense the Real World? 5 30 s
. . . . . S M
Figure 5 shows the correlation of the weighting function E 2 !
weight“Kyoto”, “Ame (rain)”) by our Weblog sensor with the “ 'g 3‘5
amount of precipitation in “Kyoto” reported by the AMeDAS 1 6 1 16 21 26 31
(Automated Meteorological Data Acquisition System) of IMA 2008/7/xx

(Japan Meteorological Agency) [4] per day and month. The
correlation coefficients per day and month &24 and0.925

2500 1 .. .
+ |9 Statistics of Kyoto Police 1
€2250 | 4.5

respectively. In fact, we can see their strong correlation, espe- 5, [——vevlogs (Kyoto", "Kotsu-liko") 1.
cially per month. In this case, our Weblog sensor has enough 531750 ’ 135
strong correlation with the real world. If you want our Weblog 21500 3
. = r
sensor to alert yourself when weigtiyoto” , “Ame”) > 1.8, F1250 |
it is probable that you can protect yourself from the rain. 51000 [
5750 |
£ 500 |
o Z
100 [ B9 Satistics of AMeDAS 15 250 |
= 00 —— Weblogs ("Kyoto", "Ame'") 143 0
»% 80 [ ] 4 2007/5 2007/7 2007/9 2007/11 2008/1 2008/3 2008/5 2008/7
=70 3.5
£ 60 | 1, Fig. 6. Correlation of the relatedness of words “Kyoto” and “Kotsu-Jiko
£ r ] (traffic accident)” in the Weblog with the (real) number of traffic accidents in
50 2.5 “ 3 .
) E b Kyoto” by the Kyoto Police per day and month
S 40 2
e A A A R
g 30 [ W y\ ;& 115
20 1
<l il oA 105 B. Examples of our Weblog Sensor
[ = 0 i n n ]
0 0 H H
: . 0 16 a1 6 3 Figures 7, 8, 9, and 10 in the next page show the degrees
2008/7/xx of “Yuutsu (dismal)”, “Konzatsu (crowd)”, “Kiken (danger)”,
and “Hanzai (crime)” respectively in Secure Spaces named by
300 M B Satistics of AMeDAS ]3 “Kyoto”, “Gion”, and “Osaka” per day and month as examples
i jzg 1= Weblogs ('Kyoto", "Ame") ] 1'5 of our Weblog sensor.
2 250 | 1.5 These spaces are almost not dismal, while they are almost
B0 | 1, crowded. Therefore, we cannot see the correlation of the
& 250 | ] relatedness of “Yuutsu” and them with the relatedness of
o r .
2200 | “Konzatsu” and them in the Weblog. However, the degrees of
g 150 | “Konzatsu” for them by our Weblog sensor seem to reflect the
< 100 T real degrees of “Yuutsu” for them to some extent. Note that
! g LT the Gion-Matsuri (Gion Festival) which is one of the most

0

famous festivals in Japan takes place in July annually around
Fig. 5. Correlation of the relatedness of words “Kyoto” and “Ame (rain)"GIon in Kyoto. In fact, within a few days before .ItS climax,
in t.he. Weblog with the (real) amount of precipitation in “Kyoto” by thethe Yamaboko-Junko, on July 17th, there are terribly cr_owded
AMeDAS of JMA per day and month and those who hate crowded spaces would become dismal.
“Kyoto” and “Osaka” (which are broader areas) are almost
Figure 6 shows the correlation of the weighting functiodangerous and flooded with crimes, while “Gion” (which is
weight“Kyoto” , “Kotsu-Jiko (traffic accident)) by our We- a narrower area) is almost not so. Therefore, we can see the
blog sensor with the number of traffic accidents in “Kyeorrelation of the relatedness of “Kiken” and them with the
oto” reported by the Kyoto Police [5] per day and monthrelatedness of “Hanzai” and them in the Weblog. Note that the
The correlation coefficients per day and month &r290 degrees of “Hanzai” are more up-and-down than the degrees
and 0.123 respectively. In fact, we cannot see their strongf “Kiken” depending on time, not only per day but also
correlation, especially per month. In this case, our Weblgmer month. And that crime-infested spaces imply dangerous
sensor has weakish correlation with the real world. Evespaces. Therefore, the degrees of “Hanzai” by our Weblog
if you want our Weblog sensor to alert yourself whesensor might be better than the degrees of “Kiken” by our
weight“Kyoto”, “Kotsu-Jiko”) > 1.8, it is doubtful that you Weblog sensor as an approximation to the real degrees of
can protect yourself from traffic accidents. “Kiken” for accee decision-making in Secure Spaces.

2007/5 2007/7 2007/9 2007/11 2008/1 2008/3 2008/5 2008/7



—*— Weblogs ("Osaka", "Yuutsu'")
—9— Weblogs ("Kyoto", "Yuutsu')
- & - Weblogs ("Gion', "Yuutsu'")

T

6 11 16 21
2008/7/xx

—*— Weblogs ("Osaka", "Yuutsu'")
—O— Weblogs ("Kyoto", "Yuutsu'")
- & - Weblogs ("Gion", "Yuutsu')

2007/5 2007/7 2007/9 2007/11 2008/1 2008/3 2008/5 2008/7

57 —*— Weblogs ("Osaka", "Kiken")
45 [ —°%— Weblogs ("Kyoto", "Kiken")
4 -~ - Weblogs ("Gion", "Kiken")

VA"" Ay ‘V"A‘"‘

0.5 [ .‘ ye Ty x AA
0 e TS A S
1 6 11 16 21 26 31
2008/7/xx
S —*— Weblogs ("Osaka", "Kiken'")
4.5 ] —>— Weblogs ("Kyoto", "Kiken")
4 H = - Weblogs ("Gion", "Kiken'")
35 |
3 L
25 T
2 L
1.5
[ A - A
T aae S a-A T,
0.5 I
0

2007/5 2007/7 2007/9 2007/11 2008/1 2008/3 2008/5 2008/7
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